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 juthdJ Xuplj;jpypUe;J ,d;ndhU ,lj;jpw;F efUjy; ‘juTj; 
njhlu;ghly;’ vdg;gLk;. 

Eg: Signals 

 Internet 

 

 

 
 xw;iw top – Simplex Mode 

 miu ,U top -  Half- Duplex Mode 

 ,U top – Full Duplex Mode 
 
 Xw;iw top – Simplex Mode  

 
 xUtopj; njhlu;ghly; khj;jpuk; rhj;jpakhdjhFk;. 

Eg:- TV Telecasting 

         Radio broadcasting 

 
  

     juTj; njhlu;ghlYk; fzpdptiyaikg;Gk; 

juTj; njhlu;ghly;  

juTj; njhlu;ghly; Kiwfs; 

%yk;(Source) 

 

,yf;F(Destination) 
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 miu ,U top - Half- Duplex Mode  

 
 ,Utopj; njhlu;ghly; rhj;jpakhdjhFk;. 

Eg: Walky- Talky  

 

 

 

 ,U top – Duplex Mode 

 ,Utopj; njhlu;ghly; xNuNeuj;jpy; rhj;jpakhdjhFk;. 
Eg:-PSTN (Land Phone) – Public Switch Telephone Network 

       Mobile Phone 

       Internet 

 

 

 

 

 Mff; Fiwe;jJ ,Utu;/rhjdq;fs; 

 Clfk; - Medium 

 njhlu;ghly; tpjpfs; - Communication Rules (Protocol) 

 nra;jp – Message 
 

 

 

 fzpdp tiyaikg;G vd;gJ Nfhg;Gf;fs;> 
juTj;jsk;>nkd;nghUs;>td;nghUs; Nghd;w tsq;fisg; gfpUk; 
nghUl;L xd;Nwhnlhd;W ,izf;fg;gl;l xU njhFjp 
Rje;jpukhd fzpdpfs; MFk;. 

%yk;(Source) 

 

,yf;F(Destination) 

 

%yk;(Source) 

 

,yf;F(Destination) 

 

  juTj; njhlu;ghly; $Wfs;; 

  fzpdp  tiyaikg;Gf;fs; - Computer Networks 



3 | P a g e  
 
 

 

               

 

 

 fzpdp tiyaikg;gpd; ed;ikfs;  
 juT/jftypidg; gfpUjy;. 
 juTj;jsk;/Nfhg;Gf;fisg; gfpUjy;. 
 td;nghUl;fisg; gfpUjy;. 
 ,yFthd njhlu;ghly;.  
 

 fzpdp tiyaikg;gpd; jPikfs; 
 er;Repuy;fspd; mr;RWj;jy;fSf;fhd rhj;jpak;. 
 mDkjpaw;w juTf; ifahSiffSf;fhd rhj;jpak;. 
 
 End to End connection njhlh;ghlypd; NghJ gy Kbtplq;fs; 

Clhf  VjhtJ ,U Kbtplq;fSf;fpilapy; Vw;gLj;jg;gLk; 
,izg;ghFk;. 
 

 Point to point connection ,U Kbtplq;fSf;fpilapy; 
Vw;gLj;jg;gLk; Neubahd ,izg;ghFk;. 
 

 gpw; tPjk; Bit rate xU nrf;fdpy; xU Kbtplj;jpypUe;J 
,d;ndhU Kbtplj;jpw;F mDg;gg;gLk; gpw;Wf;fspd; 
vz;zpf;if gpw;W tPjk; MFk;. myF – bps ( Bit Per Second) 
 

 jsg;gl;b - Base band - Clfj;jpd; gl;il mfyk; KOtJk; 
xNunahU rkpf;iQahy; gad;gLj;jg;gLtJ  
 

B C D A 
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 mfyg; gl;b Broad Band  Clfj;jpd; gl;il mfyk; 
KOtJk; xd;Wf;F Nkw;gl;l rkpf;iQahy; gad;gLj;jg;gLtJ  

 

 

 PAN  - Personal Area Network 

 LAN - Local  Area Network 

 MAN - Metropolitan Area Network 

 WAN - Wide Area Network 

 

 jw;gad; gug;G tiyaikg;G  - PAN 

 ,f; fzpdp tiyaikg;G nry;yplj;njhiyNgrp kw;Wk; 
PDA Nghd;w fzpj;jy; rhjdq;fSf;fpilNa njhlu;ghliy 
Nkw;nfhs;sntd kpfTk; FWfpa gug;ggpy; mikaf;$ba 
fzpdp tiyaikg;ghFk;. 

 ,lj;Jup gug;G tiyaikg;G  - LAN 

 ,f; fzpdp tiyaikg;G tPL, ghlrhiy, fzpdp, 
Ma;T$lk;, tshfk;, mYtyff; fl;llk; Nghd;w 
kl;Lg;gLj;jg;gl;l gug;gpy; mikf;ff;$ba gug;gpidf; 
nfhz;l fzpdp tiyaikg;ghFk;;;.  
 

 ngUk;ghfg; gug;G tiyaikg;G – MAN 
  

 ,f; fzpdp tiyaikg;G efuk; xd;wpDs; 
mikf;ff;$basT gug;gpidf; nfhz;l tiyaikg;ghFk;. 

 ,jd; gug;G WAN I tplr; rpwpaJk;, LAN I tplg; 
ngupaJk; MFk;. 

 
 
 
 

 fzpdp tiyaikg;gpd; tiffs; 



5 | P a g e  
 
 mfyg; gug;G tiyaikg;G – WAN  

 
 ,t; tifahd tiyaikg;G ghupasthd gug;gpid 
cilaJ. 

 ehL xd;wpy;/ ehLfSf;fpilapy; mikf;ff;$basT 
gug;gpidf; nfhz;l tiyaikg;ghFk;. 

             Eg:-  Internet Bank 
                                        

 

 

 tiyaikg;G ,lj;jpay; vd;gJ, fzpdp tiyaikg;gpdJ 

jUf;f/ ngsjPf tbtikg;G MFk;. 
 
1. tpz;kPd; ,lj;jpay; - Star Topology 
2. ku ,lj;jpay; - Tree Topology 
3. ghl;il ,lj;jpay; - Bus Topology 
4. tisa ,lj;jpay; - Ring Topology 
5. rhyf ,lj;jpay; - Mesh Topology 
6. fyg;G ,lj;jpay; - Hybrid Topology   

 

 tpz;kPd; ,lj;jpay; - Star Topology 

 

 

 

 

 

 

tiyaikg;G ,lj;jpay; - Network  Topology 
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 midj;J fzpdpfSk; Hub/ Switch ,idf;fg;gLfpd;wd.  

 Hub/ Switch gOjile;jhy; KOf; fzpdp tiyaikg;Gk; 
ghjpg;gilAk;. 

 mjpf tlk; mtrpakhdJ. 
 gpur;rpidfisf; fz;lwpayhk;. 
 ,yFthf mikf;fyhk;.  
 tiyaikg;gpy; fzpdpfis ,izj;jy; / mfw;Wjy; 
,yFthdJ 

 

 ku ,lj;jpay; - Tree Topology 
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 tisa ,lj;jpay; - Ring Topology 

 

 

 

 

 

 

 
 

 
 rhyf ,lj;jpay; - Mesh Topology 

 

 

 midj;J fzpdpfSk; jkf;fpilNa 
,izf;fg;gLfpd;wd. 

 khw;Wg; ghijfs; cs;sd. 
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 mjpf tlk; Njit. 

 mjpf I/O  Jiwfs; Njit.  

 

 ghl;il ,lj;jpay; - Bus Topology 

 ,yFthf mikf;fyhk;. 

 gpur;ridfisf; fz;lwptJ fbdkhdjhFk;. 

 ,izg;G Kbtplq;fs;/  T-,idg;ghd;fs; rupahfg; 
nghUj;jg;glhtplj;J KOj; njhlu;ghlYk; ghjpg;gilAk;.    

 

 fyg;G ,lj;jpay; - Hybrid Topology 

 ahjhapDk; ,uz;L/ mjw;F Nkw;gl;l ,lj;jpay;fisg; 
gad;gLj;jp ,J cUthf;fg;gLfpwJ. 

            Eg:-  Star Ring Network 

                                       Star Bus Network 

 kl;Lg;gLj;jg;glhj gutyhf;fg;gl;l tiyaikg;G 
epu;thfj;ijf; nfhz;lJ. 

 xU tlj;jpDlhf midj;J fzpdpfSk; juT/ 
jftypidg; gfpUk; NghJ Vw;gLk; juT neUf;fbiaj; 
jtpu;g;gjw;Fg; gad;gLk;. 
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 topg;gLj;jg;gl;l Clfk; - Wired Media/ Cable/ Bounded 

Media/ Guided Media 

 topg;gLj;jg;glhj Clfk; - Wireless Media/ Radiated 

Media/ Unguided Media 

 

 fk;gp Clfk; - Wired Media 

 Twisted Pair Cable  

 Co-axial Cable 

 Fiber-optic Cable 
 

 fk;gpapy;yh Clfk; -  Wireless Media 

 Radio Wave 

 VHF, UHF – Micro Wave 

 Infrared (IR) 

 Laser 

 

 Twisted Pair Cable – KWf;F ,iztlk;  
 UTP – Unshielded Twisted Pair (gupiraplg;glhj KWf;F 
,iztlk;) 

 STP – Shielded Twisted Pair (gupiraplg;gl;l KWf;F 
,iztlk;) 

 ,ay;Gfs; 
 ,yf;f kw;Wk; xg;Gtikr; rkpf;iQfs; nrYj;j 
KbAk;. 

 Fiwe;j nryT. 
 ,yFthff; ifahs KbAk;. 

juTj; njhlu;ghly; Clfq;fs; - Data Communication Media 
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 nrg;Gf; fk;gpfshsdJ. 
 njhiyNgrp ,izg;Gf;fs;/ fzpdp tiyaikg;Gf;fspy;  
gad;gLj;jg;gLfpwJ. 

 KWf;FjyhdJ FWf;Fg; Ngr;irf; Fiwf;Fk;. 

 

 Co-axial Cable - ,iz mr;R tlk;;. 
 BNC  Connector 

 T-Connector 

 ,ay;Gfs; 
 ,yf;f kw;Wk; xg;Gtikr; rkpf;;iQfs; nrYj;jg;gl 

KbAk;. 
 Two Types:- Thin Co-ax,            

Thick Co-ax 

 Fiwe;j nryT. 
 ,yFthff; ifahs KbAk;.  
 nrg;Gf; fk;gpfshyhdJ. 
 njhiyNgrp ,izg;Gf;fs;/ fzpdp  

tiyaikg;Gf;fspy; gad;gLj;jg;gLfpwJ. 

 

 Fiber-optic Cable – ehu; xspapay; tlk; 
 ,ay;Gfs;;;; 

 Two Types:- Single Mode and Multimode 

 nryT $baJ. 

 ifahs;tJ fbdkhdJ. 

 juT xspapd; Ntfj;jpy; nry;fpwJ. 

 njhiyNgrp tiyaikg;Gf;fs; kw;Wk; ,izaj;jpy;  

gad;gLfpwJ.  
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 xspKjy; – LED,Laser 

 

 

 

 10Base S 

o 10Mbps 

o Baseband Signal 

o 500m Segment Length 

 10Base S 

o 10Mbps 

o Baseband Signal 

o Twisted Pair – T 

 
 

 
 

 jpupG(Distortion) – rkpf;;iQahdJ mjd; tbtpid khw;wjy;. 

 neha;jhf;fy;(Attenuation) - rkpf;iQ gazk; nra;Ak; NghJ 
mjd; tY Fiwtiljy;;. 

 Noise – Njitaw;w rkpf;iQ.  
 
 

tlq;fSfSf;fhd IEEE FwpaPLfs; 

juT nrYj;Jiff; FiwghLfs; 
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 Ping fl;lis 

 

 

tiyaikg;Gf; fl;lisfs; - Network Commands 
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 fzpdp tiyaikg;gpy; fzpdpnahd;wpd; ,izg;gpidr; 
rupghu;f;f. 

 fzpdpfSf;fpilNa njhlu;gaz tpUj;jp jhkjk;/ 

Neuj;ij mstpLtjw;F. 
 

 Round Trip Time/ Delay – njhlu;gaz tpUj;jp jhkjk;         

 rkpf;iQ xd;W mDg;gg;gLtjw;F vLf;Fk; Neuk; kw;Wk; 
rkpf;iQ ngwg;gl;likia Vw;Wf;nfhz;likf;fhd Neuk; 
Mfpatw;wpdJ nkhj;j Neuk; MFk;; 

 

 TTL – Time to Live 

 TTL  vd;gJ Xu; nghwpKiwahFk;. mJ fzpdp 
tiyaikg;nghd;wpy; junthd;wpdJ tho;f;iff; 
fhyj;jpid tiuaWf;fpd;wJ. 

 tho;Tf;fhyk; KbtilAk; NghJ juthdJ 
mfw;wg;gLfpd;wJ. 

 TTL  MdJ juTg; nghjpfs; tiuapd;wpr; Rw;Wtijj; 
jLf;fpd;wJ. 

Note:-  

 Ping MdJ ICMP  Ntz;Lifg;nghl;lyq;fspidg; ngWk; 

fzpdpf;F mDg;gp,  ICMP  gjpYf;fhff; fhj;jpUf;fpd;wJ. 

 mJ RTT ,id msg;gJld; nghl;ly ,og;gpidAk; 
gjpTnra;fpwJ. 

 ICMP – Internet Control Message Protocol 

 

 

 

 IP KftupahdJ jUf;f Kftup/ nkd;nghUs; Kftup vdTk; 
miof;fg;gLk;.  

     IP Kftup - IP Address 
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 ,izaj;jpYs;s fzpdp, topr; nrayp(Router) Nghd;w 
rhjdq;fs; jdpj;Jtkhd Kftupfisf; nfhz;L ,Uf;Fk;. 

 IPV4  - 32bits long 

 IPV6 – 128bits long 

 ,izaj;jpy; ,uz;L rhjdq;fs; xNu Kftupiaf; 
nfhz;bUf;f khl;lhJ. 

 

 A B C 
mjp$ba 
tiyaikg;gpd;      
vz;zpf;if 

28 216 224 

xU tiyaikg;gpy; 
,izf;ff; $ba 
tpUe;Jdu;fspd;  

224 216 28 
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Default Subnet Mask 

 Class A – 255.0.0.0 
 Class B – 255.255.0.0 
 Class C – 255.255.255. 

Eg: 

 11011101 10001111 11111100 11001111 – Class C 

 01111011 10001111 11111100 11001111 – Class A 

 11101011 10001111 11111100 11001111 – Class D 

 11110101 10001111 11111100 11001111 – Class E 

 

Subnet fshfg; gpupg;gjd; ed;ikfs; 

 Fiwe;e ,izag; Nghf;Ftuj;J. 
 ctg;ghd ,iza neupry;. 
 Vspjhd ,iza Nkyhd;ik. 
 tiyaikg;G gug;G vy;iy. 
 tiyaikg;G neupriyf; Fiwf;f KbAk;. 
 Mff; $ba mDkjpf;fg;gl;l tpUe;Njhk;Gdiu 
Nrkpg;gjw;F cjTjy;.  

Subnet Mask - Jiztiy kiwKfk;/cgtiy kiwKfk; 
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 KO tiyaikg;igAk; gad;gLj;jhky; Njitf;Nfw;w 
tifapy; tiyaikg;gpd; gFjpfisg; gad;gLj;j 
gadiu mDkjpj;jy;. 

 tiyaikg;gpy; Vw;glf;$ba gpur;rpidfisf; fz;lwpAk; 
nraw;ghl;bid jpwikahf Nkw;nfhs;sy;. 

cgtiyfshf;Fjy; - Subnetting 

Eg 1:- Network Address : 192.168.10.0 

           Subnet Mask : 255.255.255.224 

Eg 2:- Network Address : 192.168.10.0 

           Subnet Mask : 255.255.255.240 

 

 

 

 

 IPV4  Kftup ,uz;L gFjpfshfg; gpupf;fg;gLk;. 
mitahtd 

o  Net ID 
o  Host ID 

 Host Address 2 fopg;gJ Computer ,w;F 2 xJf;fg;gl 
KbahJs;sJ. Vnddpd; 

o Network Address 
o Broadcast Address 

     IPV4 Kftup - IPV4  Address 
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 Peer to Peer (P2P) – rkkhdtu; 

 Client Server – Nritg; gadu; 

 

1. Peer to Peer Model 

 

 

 
 ,t;tiyaikg;G khjpupaj;jpy; fzpdpfSf;fpilNa 
Ntiyr;Rik gfpu;e;jspf;fg;gl;bUf;Fk;. 

 ,J Xu; guk;gpa gpuNahff; fl;likg;ghFk;. 
 ,ay;Gfs; 

 ,yFthf epWtpf; nfhs;syhk;. 

 xU fzpdp nraypoe;j epiyapYk; Vidatw;iw 
mJ ghjpg;gjpy;iy. 

 xt;nthU fzpdpAk; jd;idj;jhNd epu;tfpg;gJld; 
tsq;fisj; jk;kpilNa gfpu;e;J nfhs;Sk;. 

 mikg;gjw;Ff; Fiwe;j nryT NghJkhdJ. 

 juTg;ghJfhg;G FiwthdJ. 

 

 

 

 

 

     tiyaikg;G khjpupaq;fs; - Network Models 
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2. Client Server 

 
 ,J Xu; guk;gpa gpuNahff; fl;likg;ghFk;. 

 Nritafq;fSf;fpilNa Ntiyr; Rik 

gfpu;e;jspf;fg;gLfpd;wJ./ Nritafq;fs; KO 

Ntiyr;RikiaAk; gfpe;J nfhs;fpd;wJ. 

 ,J Xu; ikag;gLj;jg;gl;l tiyaikg;G khjpupak; MFk;. 

 ,ay;Gfs; 

 Nritafk; mjpf neUf;fbiaf; nfhz;bUf;Fk;. 

 mikg;gJ mjpf nryT cilaJ. 

 ,yFthf tiyaikg;G epu;thfj;ij Nkw;nfhs;s 
KbAk;. 

 mjpf juTg; ghJfhg;G. 

 Nritafk; ,aq;fhtplj;J KOf;fzpdp 
tiyaikg;Gk; ghjpg;gilAk;. 

 mKy;gLj;JtJ fbdkhdJ. 
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 ,izak; Nghd;w nghJtiyaikg;gpd; kPJ 

mikf;fg;gLfpd;w Xu; jdpg;gl;l tiyaikg;G VPN MFk;. 

 ,ay;Gfs; 
 kha Gs;spapil ,izg;G. – Virtual Point to Point 

Connection 

 jdpg;gad;. – Dedicated 

 kha top nrk;ik elg;G tof;F. 
 juT kiwf;Fwpahf;fj;jpd; gad;ghL. 
 gy;NtWgl;l epiyfspy; ghJfhg;G Kiwikfs;. 

 fk;gdpfs; nghJthfj; jkJ mf ,izaj;jpd; Clhfg; 
ghJfhg;ghf Copaiuj; njhlu;Gnfhs;s mDkjpf;fpd;wJ. 

 VPN MdJ juT kiwFwpahf;f cj;jpfspDhlhf 
cWjpg;gLj;jg;gl;l juTg;gupkhw;wq;fis mDkjpf;fpd;wJ. 

 VPN njhiyj;njhlu;Gf;fhd Clfj;ij toq;Ffpd;WJ. 

  VPN gpd;tUtdtw;iw toq;Ffpd;wJ 

 Confidentiality - ,ufrpak; 

 Authentication - cWjpg;gLj;jy; 

kha jdpg;gl;l tiyaikg;G – Virtual Private Network 
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 Integrity – xUikg;ghL 

 

 

 

            

 

 kiwFwpahf;fk; vd;gJ newpKiwapidg; gad;gLj;jp 
mDkjpaspf;fg;glhjtu;fSf;F thrpf;f  Kbahj 
gFjpahfj; jfty;fis khw;wfpd;w Xu; nrad;KiwahFk;. 

 

Note  

,tw;why; Encryption nra;ayhk; 

1. ENIGMA Machine 

2. Software 

 PGP – Pretty Good Privacy 

 Cryptainer 

Encryption Algorithms 

1. RSA Algorithm 

2. AES Algorithm 

3. DES Algorithm 

 juT kiwFwpahf;fk; jutpdJ rPu;ik kw;Wk; 
ek;gfj;jd;ikapid cWjpg;gLj;jg;gLfpd;wJ. 

System security – Kiwikfs; ghJfhg;G 

juT kiwFwpahf;fk; - Data Encryption 
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Eg 

 Plain text - ABCDEFGHIJKLMNOPQRSTUVWXYZ 

 Cipher text – DEFGHIJKLMNOPQRSTUVWXYZABC 

 

 Plain text – HIJACKING 

 Cipher text – KLMDFNLQJ 

 

 kiwFwpahf;fkhdJ ,U El;gq;fspd; mbg;gilapy; 
tifg;gLj;jg;gLfpd;wJ 

1. Secret / Private Key Encryption (Symmetric) ,ufrpa/ 
jdpg;gl;l rhtp kiwFwpahf;fk;. (rkr;rPuhdJ) 

2.  Public Key Encryption (asymmetric) nghJr;rhtp 
kiwFwpahf;fk.; (rkr;rPuw;wJ) 

 

 Secret / Private Key Encrytion - ,ufrpa/ jdpg;gl;l rhtp 
kiwFwpahf;fk;. (rkr;rPuhdJ) 

 xNu rhtpahdJ kiwFwpahf;Ftjw;Fk;> 
kiwFwpePf;Ftjw;Fk; gad;gLk;. 

 mDg;Gtu; kw;Wk; ngWgtu; MfpNahu; rhtpapid 
,ufrpakhfg; Ngz Ntz;bAs;sJ.  
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 Public Key Encryption (asymmetric) nghJr;rhtp 
kiwFwpahf;fk.; (rkr;rPuw;wJ) 

 ntt;NtW rhtpfs; kiwFwpahf;Ftjw;Fk;> kiw 
FwpePf;Ftjw;Fk; gad;gLk;. 

 mDg;Gdu; nghJr;rhtpapidg; gad;gLj;jpj; jutpid 
kiwFwpahf;Fthu;. ngWgtu; jdJ jdpg;gl;l 
rhtpapid kiwFwpaPL ePf;Fthu;. 
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Note:- nghJr;rhtp kiwFwpahf;f Kiwikg; 
gpuNahfq;fspy; mjpfsT gad;gLj;jg;gLtJld;  mjpf 
ghJfhg;ghdJk; $l. 

 

 

 Xu; nra;jp/ Mtzk; xd;wpdJ mDg;Gdupd; Ms; 

milahsj;jpid cWjpg;gLj;Jfpd;w Xu; ifnaOj;J “,yf;f 

ifnaOj;J” MFk;. 

 

,yf;ff; ifnaOj;J – Digital Signature 
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 nghJr;rhtp kiwFwpahf;fj;ijj; jiyfPohfg; gad;gLj;jpdhy; 
ngwg;gLtJ ,JthFk;. 

 mjhtJ mDg;Ggtu; jdJ jdpg;gl;l rhtpapidg; 
gad;gLj;jpj; jftiy kiwFwpahf;Fthu;. 

 ngWgtu; nghJr;rhtpapidg; gad;gLj;jp kiwFwp 
ePf;FtjDhlhf mjidr; rupghu;g;ghu;. 

Note:- Certificate Authority (Versign) 

 ,J Digital Certification toq;Fk;. 

 Digital Certification ,y; Digital Signature ,Uf;Fk;. 

  PGP Software. 

 

 

 fzpdp Kiwikapid Fog;gTk;>jftiyj; jpUlTk; 
mDkjpaw;w juTf; ifahs;ifapid Nkw;nfhs;sTk; vd 
tbtikf;fg;gl;l nra;epuyhFk;. 

 Eg 

 Virus 

 Worms  

 Trojan Horses 

 Spy Ware 

 Logic Bomb 

 Ransom Ware 

 

 
 
 fzpdp er;Repuy; Xu; fzpdp nra;epuy; MFk;. 

 mJ jhdhfNt gy;fpg; ngUFtJld; xU fzpdpapy; 
,Ue;J ,d;ndhU fzpdpf;Fg; guTfpd;wJ.  

fzpdp er;Repuy; - Computer Virus 

gpws;nghUs; - Malware 
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 fzpdp er;Repuy; Nfhg;Gfisj; jhf;Ftjd; Clhf fzpdp 
tiyaikg;gpd; Clhf NtW fzpdpfSf;Fg; guTfpd;wJ. 

 gpd;tUk; Ntiyfis ,J Nkw;nfhs;Sk;> 

 Nfhg;Gfis mopj;jy;. 

 Nfhg;Gfis cUkhw;wy;. 

 Nfhg;Gfis kiwj;jy;. 

 juTf; ifahs;ifapidj; jLj;jy;. 

 

 

 ,J gadu;fSf;F Xu; gad;kpf;f gpuNahfk; Nghd;W jd;id 
,zq;fhl;Ltjd; Clhff; fzpdpapy; Kjypy; 
epWtpf;nfhs;Sk;> mjd gpd;;du; gad;kpf;f jfty;fisj; 
jpUbf;nfhs;Sk;. 

 
 

                        
 

 ,J gadu;fs; mwpahky; fzpdpapy; Eioe;J jfty;fisj; 
jpUbf;nfhs;Sk;. 

 nghJthf ,tw;wpidf; fz;lwptJ fbdkhdJ.(kiwe;J 
fhzg;gLk;)  

 

 

 ,J fzpdp tiyaikg;gpd; Clhf xU fzpdpapy; ,Ue;J 
,d;ndhU fzpdpf;Fg; guTtJld; NkYk; guTtjw;Fg; 
gadu;fspd; ,ilj;njhlu;G Ntz;bajpy;iy. 

 ,J nghJthff; fzpdp tiyaikg;gpd; gl;il mfyk; 

(Band Width) kw;Wk; Nrkpg;Gf; nfhs;ssTfs; (Storage 

Capacity) Nghd;wtw;iwf; ifg;gw;wpf; nfhs;Sk;. 

 

Nuh[d; Fjpiu -   Trojan Horse 

Spy Ware 

GOf;fs; -  Computer Worms 
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 ,yj;jpudpay; rhu;e;j njhlu;ghlypy; Xu; ek;gj;jFe;e 
td;nghUs; Nghd;W nraw;gLtjd; Clhfg; gadu;fspd; 
ngau;> flTr; nrhy; kw;Wk; fldl;il Nghd;w 
jfty;fisg; ngWfpd;w Xu; nraw;ghlhFk;. 

          

 

 ,J Xu; tiyaikg;G ghJfhg;G KiwahFk;. 

 mJ Kd;dNu jPu;khdpf;fg;gl;l xU njhFjp tpjpfspd; 
mbg;gilapy; cs;tUfpd;w kw;Wk; ntspr;nry;fpd;w 
tiyaikg;G neupry;fisf; fz;fhzpj;Jf; 
fl;Lg;gLj;Jfpd;wJ. 

 mJ Xu; nkd;nghUshf/ td;nghUshf ,Uf;fyhk;. 

 

 

 

 

 

tiytPry; - Phishing 

jPr;Rtu; - Firewall  
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 1970fspy; mnkupf;fhtpy; Hawaii gy;fiyf;fofj;jpy; ,J 
cUthf;fg;gl;lJ. 

 ALOHA  tiyaikg;gpYs;s fzpdpfs; xNu juT 

tha;f;fhypid (Date Channel) gad;gLj;jp juTg; 
nghl;lyq;fspid gupkhWif nra;fpd;wd. 

 ,jd; NghJ juTg; nghl;lyq;fspy; NkhJif 
,lk;ngwyhk;. NkhJiffs; juTg; gupkhw;w tOf;fshff; 
fUjg;gl;L mit kPs mDg;gg;gLfpd;wd. 

 ALOHA MdJ gy;ngWtop (Multiple Access) nrk;ik elg;G 
xOq;Ffspd; mbg;gilapy; fUjg;gLfpwJ. 

 ALOHA MdJ vOkhw;Wg; ngWtop nrk;ikelg;G tof;F. 

 ALOHA  MdJ MAC mLf;fpd; kPJ njhopw;gLfpd;wJ. 

 ALOHA gpd;tUk; 2 tiffspy; mKy;gLj;jg;gLfpd;wJ. 

 Pure ALOHA – Jha ALOHA 

 Slotted ALOHA – jhsplg;gl;l ALOHA 
 
 
 
 
 
 
 
 
 
         

ALOHA 
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 tiyaikg;gpy; cs;s gadu;tpUk;gpa Neuj;jpy; 
juTg;nghl;lyj;jpid gupkhWthu;. 

 xNu Neuj;jpy; ,uz;L / mjw;F Nkw;gl;l 
juTg;nghl;lyq;fs; Fwpg;gpl;l Neuj;jpy; 
gupkhwg;gLk;NghJ Nkhjy; epfoyhk;. (,r;re;ju;g;gj;jpy; 
juTg;nghl;lyq;fs; mopf;fg;gLfpd;wd) 

 midj;J ngWgtu;fSk; ACK vDk; Vw;Wf; 
nfhs;ifapid mDg;Gtu;. 

 ACK ngwg;glhj re;ju;g;gj;jpy; (Fwpg;gpl;l Neuj;jpw;Fs;) 
gadu; kPsTk; juTg;nghl;lyq;fspid mDg;Gtu; 
(Nkhjy; epfOk; re;ju;g;gj;ijf; Fiwf;f vOkhw;W 
Neuj;ij njupTnra;tu;) (Back off / Random time) 

 J}a ALOHA gpujp $yq;fs; 
 Neuk; tPzbf;fg;gly;  

   Pure ALOHA - Jha ALOHA 
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 juT ,of;fg;gly; 

 

 

 tiyaikg;gpd; midj;J gadu;fSk; ntt;NtW 
jhsplg;gl;l Neu ,ilntspfis (Slotted time) 
nfhz;bUg;gu; ,e;Neu ,ilntspfspNyNa mtu;fs; juTg; 
nghl;lyq;fspid gupkhWtjw;F mDkjpf;fg;gLtu;. (Neu 
,ilntspapd; njhlf;fj;jpy;) 

 jhsplg;gl;l ALOHAtpd; ed;ik  
 Nkhjypd; rhj;jpaj;jd;ik / epfo;jfT 
Fiwf;fg;gLfpwJ. 

 Pure ALOHA Slotted ALOHA 
mwpKfg;gLj;jg;gl;lJ Norman Abromson Roberts 

juTg;nghl;ly 
gupkhWif 

fzpdp juTfis 
gupkhWtjw;Fj; 

jahuhFk;Nghnjy;yhk; 
juTfis 
mDg;gyhk;. 

mLj;j jdpg;gl;l 
Neuk; tUk;tiu 
fzpdpahdJ 

jutpid mDg;g           
fhj;jpUf;Fk;. 

 

Neuk; 
Neuk; 

njhlu;r;rpahdjhFk; 

Neuk; juTfSf;F 
Fwpf;fg;gl;ljhf 

mikAk;. 
 

 

 

  

 NtWgl;l fzpdpfspypUe;J xNu Neuj;jpy; juTg; 
nghl;lyq;fs; (Data Packets) gupkhwg;gLk;NghJ Vw;glf;$ba 
juTg; nghl;lyq;fspd; NkhJifg; gpur;ridia jPu;f;f 
CSMA/CD gad;gLj;jg;gLfpwJ.  

Slotted ALOHA   -   jhsplg;gl ;l ALOHA 

  CSMA / CD (Carrier Sense Multiple Access With 

Colision Detection) 
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 Nkhjy; eilngWk;NghJ fzpdpfs; Xu; vOkhw;W Neuj;jpy; 
(Random Amount of Time) - (2n , n = 0,1,2,3,4………) 

 

 
 ,uz;L kilkhw;wy; njhopEl;gk; tUkhW> 

 Circuit Switching – Rw;W kilkhw;wy; 
 Packet Switching – nghjp kilkhw;wy; 
 

 
 

 Circuit Switching – Rw;W kilkhw;wy; 

 ,U rhjdq;fSf;fpilNa Xu; jdpg; gaDs;s 
(Dedicated) njhlu;ghly; top Vw;gLj;jg;gLfpd;wJ 
(End  to End) 

 xNu ghijapNyNa juTfs; gazpf;fpd;wd 

                                   Eg :- PSTN – Public Switch Telephone Network (Lane 

phone) 

 Packet Switching – nghl;ly kilkhw;wy; 

 xU juT %yj;jpypUe;J juthdJ 
cw;gj;jpahFk;NghJ mJ nghl;lyq;fs; (Packets) 
vdg;gLk;. 

 rpW gFjpfshf gpupf;fg;gLk; xt;nthU 
nghl;lyq;fSf;Fkhd jdpr; rpwg;ghf 
milahsg;gLj;jf; $ba jiyg;Gfs; (Header) 
fhzg;gLk;. 

 mj;Jld; xt;nthU nghl;lyKk; jd;dpr;irahf 
mDg;gg;gLk;. 

 Eg :-  Internet Cellular Network 

 

Switching – kilkhw;wy; / epiykhw;wy; 
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 xg;gPL – Comparision 

 

                                                                                               

 

 

 jftiy njhiy gug;Gk; nghOJ xU jftyhdJ gy 
vz;zpf;ifahd ngWdUf;F mDg;gg;gLk;. 

                                          Eg: - Hub 

 jdpg;guk;gypd; nghOJ xU jftyhdJ Fwpj;j xU 
fzpdpapypUe;J mjpy; cs;slf;fg;gl;l xU ngWdu; 
fzpdpapd; jdpj;Jtkhd Kftupf;F kl;Lk; mDg;gg;gLk;. 

                                          Eg :- Switch 

 

 

ISDN – Integrated Senice Digital Network 

 PSTN ,izg;gpD}lhf Fuy;> juT> (Voice, Data) Mfpatw;iw 
xNu Neuj;jpy; ,yf;f Kiwapy; gupkhw KbAk;. 

 nryT $baJ  
 ,yf;f tiyaikg;G – Digital Network 

 

Broad cast and unicast of messages 

nra;jp njhiygug;gYk; jdpg;gug;gYk; 

rpy ,yj;jpudpay; mbg;gilapyhd njhlu;gpay; Kiwfs; -  
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DSL – Digital Subscriber Line 

 cau;e;j juT tPjj;ijf; nfhz;lJ – High speed data 

access 

 PSTN tiyaikg;gpD}lhf mikf;fg;gLfpd;wJ. 

 ,jd; tiffs; 
 ADSL – Asymmetric Digital Subscriber Line 

 Ntfkhd juTg;gupkhw;wk; (Voice + Data) 

 nryT Fiwe;jJ 
 PSTN ,izg;gpD}lhf mikf;fg;gLfpd;wJ  

(Download Speed >Upload Speed) 

 SDSL – Symmetric Digital Subscriber line 

 Downloadspeed = Upload speed  

 HDSL – High Bitrate Digital Subscriber line 

 VDSL – Very Hight Bitrate Digital Subscriber line 
 

 
ISDN 

 
ADSL 

 

Upload Download 
Speed 

 

Download > Upload 
Speed 

Data Rate 
juT tPjk; 

Fiwe;j Ntfk; mjpf Ntfk; 

 
Data voice 

 
Data Voice 

rkpf;iQ tif 
Singnal typer 

,yf;f njhlu;gpay; ,yf;f njhlu;gpay; 

,izg;G 
Connectnity 

End to End 
Kbtpil 

Point to Point 
Gs;spapil 
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CDMA – Code Division Multiple Access 

 Fuy; topj; njhlu;ghlYf;F nryT Fiwe;jJ  
 Data Video kpf Ntfk; Fiwe;jJ  

GSM – Global System for Mobile Communication 

 nry;yplj; njhiyNgrpfspdhy; gad;gLj;jg;gLfpd;w 2G 
,yf;f nry;ypl tiyaikg;Gf;fSf;fhf 
cUthf;fg;gl;lJ. 

 Data + video kpf Ntfk; Fiwe;jJ  
 

 CDMA 
 

GSM 

Data Rate 
juT tPjk; 

Fast Slow 

Encoding – 
FwpKiw 

Digital 
 

Digital 

Signal – rkpf;iQ 
Radio / Wireless 

 
Radio/Wireless 

tiyaikg;G 
2G/3G/4G 

 
2G/3G/4G 

Ntfk; 
Data slow 

 
Data slow 

Clfk; 
Wireless 

 
Wireless 

ghJfhg;G 
mjpfk; 

 
FiwT 

 

Note:- GPRS – General Packet Radio Service Packet oriented 

mobile data service 
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Leased Line System Fj;jifj;njhlu;  

 Fj;jifj;njhlu; vd;gJ ,izaj;njhlu;igg; 
ngw;Wf;nfhs;Sk; topKiwfspy; xd;whFk;  

 xU jdpg;gl;l tiyaikg;gpD}lhf ,uz;L Fwpg;gpl;l 
,lq;fis ,izf;Fk; kpd;dZtpay; Rw;Nw 
Fj;jifj;njhluhFk;. 

 

 
 
 

 xg;Gtik rkpf;iQfis tpl ,yf;f rkpf;iQfs; 
Ntfkhf juTfisf; fhTfpd;wJ. 

 xg;Gtik rkpf;iQfis tpl ,yf;f rkpf;iQfs; ePz;l 
J}uj;jpw;F mtw;wpd; juj;ij NgZfpd;wJ. 

 ,yf;f rkpf;iQfs; ,yf;f Rw;Wf;fspd; $Wfspdhy; 
Kiwtopahf;fg;gLfpd;wd ,f; $Wfs; nryT 
Fiwe;jit. 

 ,yf;f rkpf;iQfs; Fiwe;j gl;ilafyj;jpid 
nghJtpy; gad;gLj;Jfpd;wd. 

 ,yf;f njhopEl;gj;jpy; kpd; fhe;j FWf;fPL Fiwthf 
fhzg;gLk;. 

 ,yf;f rkpf;iQfis ,yFthf Nrkpj;J itf;fKbAk;. 
 

 

 

 Njd;rhb vd;gJ> jfty; Kiwikfspd; mDkjpaw;w 
gad;ghl;bidf; fz;lwpaTk; mjidf; fl;Lg;gLj;jTk; mjw;F 
vjpuhd nraw;ghl;il Nkw;nfhs;tjw;Fkhd Xu; nghwpahFk;. 
 
 

,yf;f rkpf;iQapd; ed;ikfs; 

Honey pot – Njd; rhb 
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 tsq;fs; Njitg;gLfpd;w gadu;fSf;F fzpdp tiyaikg;G 
tsq;fis mZf KbahkYk; nry;fpd;w Xu; nraw;ghlhFk;. 

 toikf;F khwhd tiyaikg;gpd; Fiwe;j 
nraw;ghL  

 Fwpg;gpl;l tiyf;flg;gplk; mZfKbahik 
 ,iza ,izg;gpdJ jlq;fy; 

 

 

 ,U nra;epuy;fSf;fpilNa Eiof;fg;gLk; Xu; gpws;nghUs; 
,JthFk; nghJthf gadupd; cs;sPl;Lf;Fk; 
tUtpidf;FkpilNa ,J Eiof;fg;gLfpwJ. 

 Eg :-  SQL Injection - Famous Man in the Middle Attack 
 

 

 

 ,iza topr; nray; ml;ltizfis jhf;Ftjd; %yk; xU 
njhFjp IP Kftupfis rl;luPjpaw;W gad;gLj;Jfpd;w Xu; 
jhf;Fjy; IP mku;T flj;jpahFk;. 

 

 

 ,izaj;jpy; nraY}f;fKs;s Jiw Kftupfis 
,dq;fhz;gjd; Clhf gadu; fzpdpia jhf;Ftjw;F 
Nkw;nfhs;sg;gLk; Xu; Kaw;rpahFk;. 

 

 

Den    Denial of Service (Dos) / Nrit kWg;G 

kdpj ,ilj;jhf;fk; 

IP Session hijacking - IP mku;T flj;jp 

Port Scan / JiwtUly;;;;; 
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 gpd;gw;wg;gl Ntz;ba rkpf;iQahdJ xU rkpf;iQahf 
,Ue;jhy; gpd;tUk; 3 tifapid gz;Ngw;w  cj;jpahFk;. 

 Amplitude Shift Keying (ASK) 
 ,e;j El;gKiwapy; xg;Gik fhtpr; rkpf;iQapd; 

tPr;rk; Jtpj juthf gpujpgypf;fg;gLfpd;wJ.fhtp 
rkpf;iQapd; tPr;rKk; epiyAk; khw;wkilahky; 
fhzg;gLk;. 

 Frequency Shift Keying (FSK) 
 ,e;j El;gj;jpy; xg;Gik fhtpr; rkpf;iQapd; kPbwd; 

Jtpj juthf gpujpgypf;fg;gLfpd;wJ. 

 Phase Shift Keying (PSK) 
 ,e;j El;gj;jpy; xg;Gik fhtpr; rkpf;iQapd; epiy 

Jtpj juthf gpujpgypf;fg;gLfpd;wJ. 
 

 

 

 Non-return to Zero Level (NRZ-L)  

 0 : High 

 1 : Low 

 Non-return to Zero Inverted(NRZ-I)  

 mLj;jjhf Xd;W ,Uf;Fk; NghJ mirit 
ntspg;gLj;Jk; 

 Manchester Encoding  

 0 : High to Low 

 1 : Low to High 

rkpf;iQ Fwpg;ghf;f jpl;lk; - Signal Encoding  Schemes 

Digital to Analog Conversion 
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 juT gupkhw;wj;jpd; NghJ juT gpl; khw;wj;jpw;F cs;shdijf; 
fz;lwpAk; KiwahFk;. 

 rkepiyr; Nrhjid (Parity Check) 

 vspa gpiofz;lwpjy; El;gk; 
 mDg;gg;gLk; jutpd; gpl; vz;zpf;ifAld; $Ljyhf xU 
gpl; Nru;f;fg;gl;L mDg;gg;gLk;.  

 juT gpl; ,y; fhzg;gLk; 1 fspd; vz;zpf;if 
vz;zg;gl;L mJ xw;iw vz; vdpd; 1 ,idAk; my;yJ 
0 ,idAk; $l;LtJ  ,ul;ilr; rkepiyahFk; (even 

parity).  

 juT gpl; ,y; fhzg;gLk; 1 fspd; vz;zpf;if 
vz;zg;gl;L mJ xw;iw vz; vdpd; 0 ,idAk; my;yJ 
1 ,idAk; $l;LtJ xw;iwr; rkepiyahFk; (odd parity) 

 Mdhy; ,jpy; xU gpl;by; Vw;gLk; gpioia khj;jpuNk 
milahsk; fhz KbAk;. 
 

tOf;fisf; ifahSjy;;(Error Control)  
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 gz;Ngw;wk; vd;gJ xU jftiy> mDg;Gtjw;fhf mjd; 
mbg;gil ,ay;Gfshd mjpu;ntz;> tPr;rk;> epiy (modulating 

signal) vd;gdtw;why; xU cau; mjpu;ntz; rkpf;iQ (carrier 

signal) cld; ,izg;gjd; %yk; khw;wj;ij Vw;gLj;jpj; 
(modulated signal) > jfty;fis mDg;Gtjw;Fg; gad;gLk; 
El;gkhFk;.  

 nghJthf gad;gLj;jg;gLk; KiwahdJ Jbg;G FwpaPl;L 
gz;Ngw;wk;/ kl;birg;G (Pulse Code Modulation (PCM)) MFk;. 

 Jbg;Gf; FwpKiw kl;birg;G Pulse Code Modulation xj;jpirT 
rkpf;iQapypUe;J (analog signal) ,yf;fKiw rkpf;iQf;F 
(digital signal) khw;wQ; nra;a ,J gad;gLj;jg;gLk;. 

 tPr;r gz;Ngw;wk; Amplitude Modulation (AM) 

 tPr;rj;jpid khw;Wtjd; Clhf gz;Ngw;wg;gl;l 
miyapid cUthf;fpNkw;nfhs;sg;gLk; 
gz;Ngw;wk; ,JthFk;. tPr;rk; > epiy  khwhJ 

 kPbwd; gz;Ngw;wk; (Frequency Modulation (FM)) 

 kPbwid khw;Wtjd; Clhf gz;Ngw;wr; 
rkpf;iQ cUthf;fpNkw;nfhs;sg;gLk; 
gz;Ngw;wk; ,JthFk;. 

 mtj;ij gz;Ngw;wk; Phase Modulation (PM) 

 fhtpr;rkpf;iQfSf;F nghUj;jkhd miyapd; 
Njhw;wj;ij ,lkhw;Wtjd; %yk; mjhtJ 
CLflj;jg;gLk; miyapd; mtj;ij (Nfhzk;) 
mDg;gg;gLk; jftYf;F mika khw;wg;gLk;  

 

 

 

gz;Ngw;wk; (Modulation) 
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njhlh;ghly; Clfq;fis xU Neuj;jpy; gy gadh;fs; 
gad;Lj;jf;$bathW khw;wpaikj;jy; gd;ikahf;fkhFk;. 

 gd;ikahf;fp (Multiplexer)  

 gd;ikePf;fp (De-multiplexer) 

 

 

 

] 

 

 tiyg;gf;fq;fs; kw;Wk; tiy cs;slf;fq;fs; 
Nrkpf;fg;gl;L ,Uf;Fk; ,lkhFk;. ,J td;nghUs; / 

nkd;nghUspidf; (apache,IIS) Fwpf;Fk;. 

 xt;nthU jlitAk; gaduplkpUe;J Ntz;L Nfhs; 
fpilf;Fk; NghJ ,izak; Clhf tiy cs;slfj;ij 
mDg;gp itf;fpwJ. 

 

 

gd;ikahf;fk; - Multiplexing 

Nritafq;fs; Servers 

tiyr;Nritafk; - Web server 
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 ,J email fis Nrkpj;J tpepNahfpf;Fk; 

 ntspr;nry;Yk; kpd;dQ;rYf;F nghWg;ghdJ Protocol-

SMTP ,  IMAP   

 cs;tUk; kpd;dQ;ry;fSf;F nghWg;ghdJ Protocol POP 

 

 

 

 

 cs;sfg; gug;G tiyaikg;ghdJ xU jdpj;j nghJthd 
IP KfthpA+lhf ,izag;ghtidia mZFtjw;F 
toptFf;fpwJ. 

 gadhplk; ,Ue;J Ntz;LNfhisg;ngw;W Vida 
Nritafj;jpy; ,Ue;J tsq;fisj;Njb Xh; ,il 
gpujpepjpj;Jt Nritafkhf gjpyhs; Nritafk; 
njhopw;gLk;. 

 ,J gadhpd; Ntz;LNfhs; %yk; ngw;w juTfis xU 
gpujpahf Nrkpj;J itj;J ,Uf;Fk;. 

 

 

 TCP/ IP Protocol MdJ IP Kfthpfisg;gad;gLj;jp 
,izaj;jpy; ,ize;Js;s xt;nthU fzpdpiaAk; 
jdpj;Jtkhf ,dq;fhz;fpwJ. 

 Ms;fsg;ngaiu nfhLf;Fk; NghJ mjid IP Kftupahf 
Tk; Ms;fs ngaiu IP KftupahfTk; khw;Wk; Nritafk; 
MFk;. 

mQ;ry; Nritafk; Mail Server 

gjpyhs; Nritafk; Proxy Server 

Ms;fsg; ngah; Nritafk; DNS 
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 tiyaikg;gpy; ,izf;fg;gl;Ls;s fzpdpfSf;F khWfpd;w 

IP Kfthpfis jd;dpr;irahf tpLtpf;Fk;. (Assigns IP 

addresses dynamically) 

 

 

 

 gutyhf;fg;gl;l tiyaikg;gpy; xU gpuNahfr; 
nra;epuypw;fhf jh;f;fq;fis toq;Fk; xU Nritafr; 
nra;epuyhFk;. 

 

 

 
 

 ,J tiyaikg;G Clhf mr;Rg;nghwp ,izf;fg; 
gad;gLfpwJ. ntt;NtW fzpdpfspy; ,Ue;J tUk; Print 
fl;lisfis ngw;W nghUj;jkhd mr;Rg;nghwpf;F 
mDg;GfpwJ. 

 

nraY}f;fKs;s cgrhpg;Gf; fl;Lg;ghl;L newpKiwr; 
Nritafk; Dynamic Host Configuration Protocol Server 

gpuNahfr; Nritafk; Appllicatin Server 

mr;Rr; Nritafk; Print Server 
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 juTfis Nrkpj;J itj;J juTj;js Nritfis 
toq;Fk;. 

 xU gpuNahf nkd;nghUs; MFk; 

 

 

 

 

 

 

 

 

OSI Vs TCP/IP Model 

Database Server 
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,e; epakj;ij Kd;nkhope;jth;fs; International Standards 

Organization [ISO] mikg;ghFk 

 

 APDU - Application Protocol Data Unit 

 PPDU - Presentation Protocol Data Unit 

 SPDU - Session Protocol Data Unit 

 TPDU - Transport Protocol Data Unit 

1. Physical Layer - ngsjPf mLf;F/gil 

 DSL, Bluetooth, Hubs 

 nrYj;Jif Clfk; - Transmission medium 

 juT FwpKiwahf;fk; 

OSI Model 
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 juT tPjk; - Data Rate 

 ,lj;jpay; - Topology 

 nrYj;Jif Kiw - Transmission Mode 

 Simplex, Half-Duplex, Full-Duplex 

2. Data Link Layer - juT ,izg;G mLf;F/ gil 

 PPP Protocol kw;Wk; Network Switch Bridge 

 gpio/ tOf;fl;Lg;ghL - Error Control 

 ngWtopf; fl;Lg;ghL - Process Control 

 rl;lkply; - Framming 

 ngsjPf Kftupaply; - (MAC Address - Physical Memory) 

 jutpizg;G mLf;fpd; ,U cgmLf;Ffs; (Sublayer) 

 Mac Layer 

 LLC Layer - Logic Link Control 

 

3. Network Layer - tiyaikg;G mLf;F 

 IP (IPv4, IPv6) 

 ICMP , RIP 

 Routing - topr;nray; 

 jUf;f Kftupaply; - (IP Address) Logical Addressing 

4. Transport Layer - Nghf;Ftuj;J mLf;F 

 TCP, UDP, SPX 

 ,izg;Gf; fl;Lg;ghL - (3 way Hand shake) 

 nghl;ly gFjpahf;fy; / xd;W Nru;j;jy;. 

 gd;ikahf;fk; - Multiplexing 

 gha;r;rw; fl;Lg;ghL - End to End 

5. Session Later - mku;T mLf;F 

 cWjpg;gLj;jy; 

 mjpfhuk; toq;Fjy;  
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 mku;T kPs;epiyg;gLj;jy;  

 Eg:- tiy khehL - Web Conferencing 

 Dialog Control - ciuahly; fl;LghL xj;jpirT 

 ,U fzpdpfSf;fpilapyhd mku;T Vw;gLj;jg;gly; 

6. Presentation Layer - epfo;j;Jif mLf;F 

 MIME 

 SSL 

 juT kiwf;Fwpahf;fy; 

 juT FWf;fk; 
 tiyg;gpd;dy; mLf;fpd; nraw;ghLfs; 

 njhlu;Guh njhlu;ghly; - IP njhlu;G 

 Vw;G Kftupg;gLj;jy; - Host Addressing 

 nra;jp Nky; mDg;Gif - Message Folding 

7. Application Layer - gpuNahf mLf;F 

 FTP 

 DNS 

 SMTP 

 DHCP 

 njhiy GFgjpif - Remote Login (Telnet) 

 Nfhg;G ,lkhw;W - File Transfer (FTP) 

 kpd;dQ;ry; - (POP, IMAP, SMTP) 

 tiyg;ngWtop - Web Access(HTTP) 

 

 

 

 

 

 



46 | P a g e  
 

 

 

 

 

 TCP-IP Reference Model 

1. 4 mLf;F khjpupak; 
2. ,J US Department of Defence (DoD) ,dhy; 

ARPANET y; gad;gLj;Jtjw;fhf 1970y; 
cUthf;fg;gl;lJ 

3. ,J IETF (Internet Engineering Task Force) ,dhy; 
epHthfpf;fgLfpwJ 

1. Host to network Layer (Network Access) 

 PPP, Ethernet, DSL, ISDN 

 tiyaikg;gpYs;s Vida rhjdq;fSf;Fj; juit 
toq;Ftjw;fhd topfis toq;Ffpd;wJ. 

 IP jutsT (Datagram) gupkhw;Wtjw;F 
tiyaikg;ig vt;thW gad;gLj;jy; vd;gij 
jPu;khdpf;fpd;wJ.  

TCP-IP Model 
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 IP jutsthdJ (Datagram) rl;lfq;fSf;F 

(Frames) cl;gLj;jg;gLfpd;wJ. 

2. Transport Layer - Nghf;Ftuj;J mLf;F 

 TCP 

 ek;gfj;jd;ikAila ,izg;G mbg;gilapyhd 

cld;gL newpKiw / nrk;ik elg;G xOq;F 

 UDP 

 ek;gfj;jd;ikaw;w , ,izg;G mbg;gilaw;w  
nrk;ik elg;G xOq;F 

3. Application Layer - gpuNahf mLf;F 

 Ethernet ,y; IP KftupahdJ ngsjPf Kftupf;F 
khw;wg;gLfpd;wJ. 

4. Internet Layer - ,iza mLf;F 

 juTg; nghl;ly gupkhWiff;F nghWg;ghdJ. 

 Kftupapliy ifahSfpd;wJ. 
 

 

 

 

Port 
Number 

Usage 

20/21 File Transfer Protocol (FTP) Data Transfer 

22 Secure Shell (SSH) 

23 Telnet - Remote login service, unencrypted text messages 

25 Simple Mail Transfer Protocol (SMTP) E-mail Routing 

53 Domain Name System (DNS) service 

Port Numbers - Jiw vz;fs; 
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80 Hypertext Transfer Protocol (HTTP) used in World Wide 
Web 

110 Post Office Protocol (POP3) used by e-mail clients to 
retrieve e-mail from a server 

143 Internet Message Access Protocol (IMAP) Management of 
Digital Mail 

443 HTTP Secure (HTTPS) HTTP over TLS/SSL 

 

 

 

 

 

 

 

 

 

 

 

Circuit Switching  
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 xU jdp epWtdj;jpw;Fs; ,aq;Fk; tiyaikg;ghFk;. 
 LAN/MAN tiy mbg;gilapy; ,aq;FfpwJ. 

 Fwpj;j epWtdj;ijj; jtpu NtW vtUk; gad;gLj;j 
KbahJ. 

 

 

 xU epWtdj;jpd; intranetld; njhpTnra;ag;gl;l 
ntspegh;fs; njhlh;Gnfhs;s mDkjpf;fg;gbd; mJ Gw 
,izakhFk;. 

 thbf;ifahsh;fs; toq;Fdh;fs; tpw;gidg; gpujpepjpfs; 

Nghd;wtHfs; gad;gLj;j KbAk;. 

 

  

Packet Switching  

mf ,izak; Intranet 

Gw,izak; Extranet 
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 xU tiyaikg;gpYs;s VjhtnjhU fzpdpahdJ 
,d;ndhU tiyaikg;gpYs;s ,d;ndhU fzpdpAld; 
njhlh;Gnfhs;sg; gad;gLj;jg;gLk; topahFk;.  

 

 

 

வினா 1 

IP Address : 192.168.8.1(class c) vd;w tFg;gpy; ,Ue;J vLg;gjhf 
jPHkhdpf;fgl;Ls;sJ 

Subnet mask : 255.255.255.192 

1. cg tiyaikg;Gfspd; vz;zpf;if ? 

 nra;Kiw: 

 subnet mask ,id mtjhdpf;fTk;.  255.255.255.192 

 ,jpy; 192 ,d; Binary (in 8 bits)  11000000  

 ,jpy; cs;s xd;Wfs; cg tiyf;Fk; kPjkhf cs;s 

g+r;rpaq;fs; Host f;Fk; xJf;fg;gLk;.  

 MfNt cgtiyfspd; vz;zpf;if = 2n = 22 =4 cgtiy 

2. xU cg tiyaikg;gpy; vj;jid Host ,izf;fyhk;? 

 g+r;rpaq;fspd; vz;zpf;if :  6  

 MfNt 2n-2 = 26-2  = 62 Host 

 ,uz;L fopf;f gLtjd; Nehf;fk; : me;j ,uz;L IP 

Kftupfs; Network Address MfTk; Broadcast Address 
MfTk; xJf;f gLjyhFk;. 

3. tiyaikg;gpy; xJf;f glf;$ba IP Kftupfspd; tPr;R ? 

 subnet mask = 255.255.255.192 

,ay;gpUg;G nfhlh Eiothapy; Default Gateway  

 

tpdhf;fs;   
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 MfNt 256-192 = 64 

Network 
address 

tiyaikg;gpy; 
cs;s Kjy; 
fzpdpf;F 

xJf;fg;gLk; IP 
Kftup 

tiyaikg;gpy; 
cs;s filrp 
fzpdpf;F 

xJf;fg;gLk; IP 
Kftup 

Broadcast 
address 

192.168.8.0 192.168.8.1 192.168.8.62 192.168.8.63 

192.168.8.64 192.168.8.65 192.168.8.127 192.168.8.127 
192.168.8.128 192.168.8.129 192.168.8.190 192.168.8.191 

192.168.8.192 192.168.8.193 192.168.254 192.168.8.255 

 

 tpsf;fk; : ,jpy; jug;gl;lthW tiyaikg;gpy; cs;s 

Kjy; fzpdpf;F xJf;fg;gLk; IP Kftup ,y; ,Ue;J 
tiyaikg;gpy; cs;s filrp fzpdpf;F xJf;fg;gLk; 

IP Kftup tiu vz;zp ghHf;Fk; NghJ 62 Hostfs; 

tUtij mtjhdpf;f KbAk;. 1  62  = 62 hosts .  

 ,e;j Network address , broadcast address Nghd;wtw;iw 

Host fspd; vz;zpf;ifapy; ,Ue;J mfw;wNt NkNy 
,uz;L fopf;fg;gl;lJ. 

 
 
வினா 2 

IP Address : 19.168.10.0 vd;w tFg;gpy; ,Ue;J vLg;gjhf 
jPHkhdpf;fgl;Ls;sJ 

Subnet mask : 255.255.255.128 

4. cg tiyaikg;Gfspd; vz;zpf;if ? 

 nra;Kiw: 

 subnet mask ,id mtjhdpf;fTk;.  255.255.255.128 

 ,jpy; 128 ,d; Binary (in 8 bits)  10000000  

 ,jpy; cs;s xd;Wfs; cg tiyf;Fk; kPjkhf cs;s 

g+r;rpaq;fs; Host f;Fk; xJf;fg;gLk;.  
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 MfNt cgtiyfspd; vz;zpf;if = 2n = 21 =2 cgtiy 
 

5. xU cg tiyaikg;gpy; vj;jid Host ,izf;fyhk;? 

 g+r;rpaq;fspd; vz;zpf;if :  7  

 MfNt 2n-2 = 27-2  = 126 Host 

6. tiyaikg;gpy; xJf;f glf;$ba IP Kftupfspd; tPr;R ? 

 subnet mask = 255.255.255.128 

 MfNt 256-128 = 128 

Network 
address 

tiyaikg;gpy; 
cs;s Kjy; 
fzpdpf;F 

xJf;fg;gLk; IP 
Kftup 

tiyaikg;gpy; 
cs;s filrp 
fzpdpf;F 

xJf;fg;gLk; IP 
Kftup 

Broadcast 
address 

192.168.10.0 192.168.10.1 192.168.10.126 192.168.10.127 

192.168.10.128 192.168.10.129 192.168.10.254 192.168.8.255 
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வினா 3 

IP Address : 10.0.0.0 

xU cg tiyapy; cs;s Host fspd; vz;zpf;if : 510 

,jd; cg tiy kiwKfk; (Subnet mask) vd;d ? 

 xU cgtiy kiwKfk; jug;gLk; NghJ mjpy; cs;s 

Host vz;zpf;ifia fzpf;Fk; Kiw : 2n-2  

 ,g;NghJ 2n-2 = 510 

 2n=512  

 MfNt n=9  

 xU cgtiy kiwKfj;ij Binary tbTf;F khw;Wk; 

NghJ mjpy; fpilf;Fk; xd;Wfspd; vz;zpf;if Subnet 

mask fzpf;fTk; g+r;rpaq;fspd; vz;zpf;if Host 
vz;zpf;if fzpf;fTk; gad;gLk; vd;gij Kd;dH 
mtjhdpj;Js;Nshk;.  

 ,q;Nf xU Subnet ,y; 512 Host vd je;jjhy; 2n-2 

=512 vd gpujpapLk; NghJ 9 g+r;rpaq;fs; vd fpilf;Fk; 

(n fspd; vz;zpf;if) 

 MfNt tyJ gf;fk; ,Ue;J ,lJ gf;fj;Jf;F 

xt;nthU gpl;lhf 0 ,id xJf;fp mt;thW 9 
g+r;rpaq;fs; xJf;f Ntz;Lk;. kPjkhf cs;s 23 
gpl;ilAk;(32-9)  1 fshy; epug;g Ntz;Lk;. gpd;dH 

mjid jrk (Decimal) jhdj;Jf;F khw;wTk;. 
11111111 11111111 11111110 00000000 
255 255 254 0 

 

 MfNt subnet mask = 255.255.254.0 
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வினா 4 

tiyaikg;nghd;wpYs;s fzpdpnahd;W 192.248.16.91 vDk; IP 
KfthpahYk; 255.255.255.128 vDk; Jiztiy kiwKfj;jhYk; 

(subnet mask) fl;likf;fg;gl;Ls;sJ. ,Nj tiyaikg;gpYs;s 

fzpdpf;fhf xJf;fKbahj IP Kfthp gpd;tUtdtw;Ws; vJ?  

1. 192.248.16.161  
2. 192.248.16.78  
3. 192.248.16.110  
4. 192.148.16.75  
5. 192.248.16.120 
tpil 1 : tpsf;fk; : xU cgtiy kiwKfj;jpy; ,izf;f 

$ba fzpdpfspd; vz;zpf;if 128-2 . ,jpy; cs;s IP 

Kftupg;gb (192.248.16.91) ,e;j IP  Kftupia cila fzpdp 

KjyhtJ Subnet ,y; ,Uf;Fk; mjhtJ (192.248.16.0 - 
192.248.16.127). ,jpy; cs;sj;jpd; gb KjyhtJ jtpu kPjp ehd;F 
tpilfSk; ,e;j tPr;Rf;Fs; mlq;Fk; 

 

tpil 2 : tpsf;fk; : jug;gl;l;l fzpdpapd; IP Kftup : 

192.248.16.91  

,jpy; cs;s IP Kftup : 192.148.16.75 

 


